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THXEHEPHO-KPHIITOTPAPIYHA ATAKA 3A AHAIIZOM
CIOXKHUBAHOI MOTYKHOCTI HA IPOTPAMHO-ATIAPATHI
PEANDANII KPUOTOT PA@IMHOIO IEPETBOPEHHS
3A YHHHHM CTAHJAPTOM

3anpoanoHoGano  memoduxy NposederHR  JMaKN N0 KOMR'IOWmEpH]  peanizayii  anzopummy
KPURIOZPAPINNO20 NEpemeopennn 3a wunnum @ Yipaini  cmavdapmom xoruansozo CPCP | eucgimnzno
ocobrygocmi i zacmocyeawnn. Ilpoegedeno oq:‘nxy wacogol  ckaadnocms hposedenna el amaku  wa
xomn lomepni peanizauit ancof ) Kp paghinnozo nepemaopenin. HHogedeno, wo OrR GUIRAYERHA KTIOUT
WUDBPYEAHHR NP YHOMY SUMPALACEUR 3HAMNO i wac ng > 3 MpRMUM Hepefopom 3 aidoMuMY
SyIRaMi mabnuyl AIDCManoarky Nu GHAYROM, RKNE Bazvemach na OcoBRNBOCTAX NPOREOYDY POIANCY WHONT
usfprVeans.

Beryn

[3 posumppernaM ofiactedl 3acTOCYBAHHA eReKTPOHHOrO oO0MiNY indopmalticro
3arOCTPIOETRCS NpoQiieMa HEaBTOPH3OBRHOTO AOCTYDY [0 JAHHX, AKi NepelaoThed,
36epiraloTes 4B 0Bpobmiotecd. ONHEM i3 MOXITHBHX BAapiaHTIE BUPIICHHS Wi€] npodremMu
€ 3aCTOCYBAHHS MO0 RAHHX, n¢pex IX BiAnpaBieHHsM, KpHATorpadiidAdX nepersopeHsb,
HanpuKnag, :mundpysants i3 BMKOPACTAHHAM HEBLAOMHX RauuX — TaeMHoro xmoua [lpu
HBOMY MOMJIHEBICTE NOCTYNY A0 HAHHX, fAKi nipnasammca saumdpysansio 63 M04aTKOBHX
BiomocTell npo wuwod samudpyeaHHA, BHHMKAC 0pH KOMHIPOMETAUIT ANTOPHTMY
madpyRaHkg (YeninHoro #oro MaTCMaTHYHOTO KpHOTOrpadiuHorce amanizy). V cywacHHux
KOMIUTOTEPHHX CHCTEMaX, fKi peanizylors kpunTorpadivHi mepeTsopenta s 3abeineueHns
38XHCTY IBHHX, BHKOPHCTOBYIOTRCH JOCTATHEO CTIHKI JO MATEMATHYHOrO KpuiTorpadgiunoro
HANI3Y ARCOPHTMM KpUOTOrpadivRUx 1epeTBopeHb. TOMY And BH3HAMCHHS KNIOHA
WHGpyBaHHsE | MOAAMBIIOrD AOCTYNY RO JAHAX YACTO BHKOPHCTOBYIOTBCH COEINANBHI BHIN
KpHnToaHatisy. Pesynsratd poGit [1-8] Ao3sonsioTs po3rnaiaTH aHam3 Takore poay ik
“IHMEHEPHO-KPHITTOTPadigHHi™, OCKITBKM NPOBOAWTHCA  AHANI3YBAHHA  peanizaii
AITOPHTMIB KPUTITOTPA(i4HHK EPETBOPEH, TOOTO IIHKEREPHHEX BUPOGIB, & He abcTpakTHHX
MaTeMaTHHHHX 00 €KTIB, 1K Y BUNAAKY KNACHUHOrO Kpantorpadiwgoro anarizy. Ilpu mpomy
Ans oTpuMansx iHQopMallil Apo 0coBNMEBOCTI 0BYUCTIOBAIEHGIO NPOLIECY 3 BHKOPHCTAHHAM
TaeMHOl 1edopMalil BHKOPHCTOBYCTHCH intopmMallis, oTpuMaHa 3 nodivmkx xaHamip i
pHTOKY. OCHOBHHMH nOGIMEHMH KaHAAMB € Yac BAKOHAHHS KpunTorpadiunux omepalliss,
CHOXHBAHA TIOTYRHICTE [IPHCTPOIO, CICKTPOMATBITHE BMOPOMIHIOBAHHS MpHCTpolo [1 — B].
{CHyBAHHA LIMX KAHAIB NOACHWETHCA BIIMIHHICTIO Gi3HYHKX TIpolecis, Aki BIAOYBRIOTRCA Y
mpucTpoi MpH  BUKOHAHMI ofdMmcneHh waa  pisHuMA  naEmmu.  Tomy  imxenepHo-
kpunrorpadivsnit ananis mepenavac BUKOpACTAHHA indropManil, KA OTPHMYETHER HITAXOM
CHOCTEPEKEHHS 32 pofoTo0 MPUCTPOiE, fxi peayisyloTe Kpunrorpadiuni nepersopenrs. Lef
ABHANIA YACTO MAUBAKTE 1HXEHEepPBO-KpanTorpadiunMMu arakamu. Bmxopayw 3 uworo,
8KTYaNRHOK  3a/auery 0OpH  PO3pobHi  KOMI'IOTEPHHX OPHCTPOIB  AnmA  peanizamii
xpunrorpadiuHKX nepeTBopeHs € MiHiMiania iHbopmallii, gKa JocTynmHa 3a NOBIYAEMH
K4aHafaMn il BUTOKY.

Binomi poBoTti 3 DpoBencHHN IEKEHEPHO-KPUNTOrpadiuHOro aHANi3y KOMN KTEPRAKX
peanizauiii arropuTis kpunTOrpadivHEx mepersopens, Hanpuioran, DES [3, 4, 6], RSA
[2,5), AES [6] tomo. Oupak npoBeleHHS 3IrafaHUX aTak HA peamizanii alropHTMy
KpunTorpadiuAcTo NEPETBOPEHHN, TIAHO 3 HOPMATHBHHM NOKYMEHTOM Kosmummbore CPCP
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FOCT 28147-89 [9), axuit npufinaro 3a craHfapt 8 YKpaiHi, HEAOCTATHBO BHCBITNIEHO Y
niTepaTypi.

Bazoro pas npopeReHHAs UBOTO aHAMi3y € iMxenepHo-kprOTorpadiuni araku 3
BHKODHCTAHHAM  CYATHCTHYMHX MOJCTSH  CKNQNOBHX  omepalifi  kpunrorpadiuHex
nepeTBOpEHs Ta MoAeni BMToRy indopumanii 3 koMmiorepuux lacofis.  AJrOpHTM
kpHnTorpadtyHOTO MEPeTBOPEHHSA 3a CT&HI[&J)TOM T'OCT 28147-89 syuwopucTobye oneparii
BOTMHOTO [IOZABAHHA 32 MOAYNAMM 2 Ta 2°°, NWKIIMHOTO 3CYBY, OICpallilo NiACTAHOBKH.
OCKINBKH CTATHCTHYHA MOJAEAS JUi NodiTOBOT onepalii JIOriYHOro A0AABAHKS 3a MOIYNEM 2
€ BOCTaTHBo A0bpe onucaHole Ta Acchimxenoto [7, 8], a cratucTiyna Monens ona onepadii
AOFi4HOrO ITONAPAHHA 3a MoayneM 2" suceitnena y [10], nmaua poGora 1pHCBAYEHA
aKTyaneHifl 3a0a4i CTBOPEHHS METOAMKH NPOBEACHHA IFDKeHePHO-KPHITOrpadiusol aTaky 3
BMKOPHCTAHHAM iH(opMailii ApO CHOXKHBAHY NOTYKHICTE NPOrPaMOBAHORG KOMIT IOTEPHOIO
MPHCTPOIO, KK peanizye anropuT™ KpHITOrpadiaHoro NepeTBOPEHHS 3TLAHO 3] CTAHNAPTOM
TOCT 28147-89. llna ouinky eeKTHBHOCTI 1 NEPCNEKTHBHOCTI NPAKTHYHOTO BHKOPHCTAHHA
Hi€T aTAKH Y CTATTI NpoBeneso QLIHKY ii Sacoeoi ckaanHocTi [11].

1. AaropnTM KpuUnTorpadiusHoro NepeTBOPCHHA 3rigHe 3 cTaAHAAPTOM
TOCT 28147-89

Anroput™ kpuntorpadiunoro nepersoperns y ¢ranpapti [OCT 28147-89 saznavac
npapnia WHOPYBAHHA JaHHX Ta o0YHCNeHHA iMITOBCTABKH (cneniamsHoro Omoky, AKui
OOUWHCAIETHES 3 NOCNIZOBHOCTI BXIHMX panMX Ta Kioua mmdpysannd) [9]. 3riame 3
QATOPUTMOM TIPOBOAMTECS NEpeTROpeHHA 64-Gitopux Gmokip AaRHX i3 BHKOPUCTAHHAM
Kmiova utngpysanHa. ¥ crangapti FOCT 28147-89 npuitati Taxi pexsmu oOpoOGKH DaHHX:
PeXHM TIPOCTOl 3aMiHY, PEXHM CaMYBAHHA, PEXAM FAMyBaHHA 3i JBOPOTHHM 73B'A3KOM 1
pexuM BupoGreHus imMitorcraskn, Huxae po3risanyTi 0coGIMBOCTI pesKHMY NpoOCcTol 3aMiHn,
FKUIT € OCHOBOIO L4 Pealizallil PEIUTH PEHMIB.

3aranom obpofika paHHX BUKCHYEThes 3a 32 whiM (payHaW). 3 BxinHoro Kmoda
$OpMYIOTRCS TPHAUATE ABa 32-GiTOBI IIOMI AME KOKHOTO DHKNY OKpeMoO. AJINOPHTMHA
zaimbpyBanHs Ta po3nmdpysanHa sianosigatore cxemi Qeiicrens [12], y axifi paynaosa
byBKEiN 3afana ITOCTZOBHICTIO JIOTIYHOrO AOAAPARHS 33 MOAYIEM 232, TabTHYUHHMY
OiOCTAHOBKAMM, IHO BHKOHYIOTHCH Han 4oTHpMOiTOBAMA RiZO6ROKaMH, Ta omNepanicn
OAKTIMHOrO 3CYBY NiBopyq Ha 11 Givis, mo BHKoHYEThes Hanl 32-GiTosum ninbnoxom. Yci
paynan € PYHKUIOHANEHO eKRIBATCHTHHMA.

TONOBHUM €REMEHTOM AITOPHTMY € UMKA, AXuii nepereoprioc 64-Gitopni pxizHuA
Gnok y 64-6itoBuil BRXIZHEA ONOK JaHHX 3 BHKOPHCTaHHAM 32-6iTOBOTO UHKNOBOrD KMOYa,

[paiiMemo, wo Xy, X, Xz, Xa, Xy, X5, Xo, X7 — 32-po3paaui nHKNOBI kmovi, My, Ny -
npoMiiait 32-po3pandi GiToBi BekTOpH. ¥ BHOAAKY NOTIMHOTO AORABAHHA T3 LIMKJIIMHOLO
3CYRY CTAPLUAMME BBAXAIOTH PO3PpAAN 3 OUIEIIHAMH HOMEDAMH.

Onepauis miactasosxu K — ne miacranoska BxigHore 32-GiToBoro Gmoxy AaHux
3rigno 3 TabAHIEI0 MIACTAHOBKH, 1O 3ajaHa By3aaaMs nigctanoskH Ky, K\, Ks, K, Ka, Ks, K,
K7 powipoM 64 6ITH koxHuil. 32-po3psanuuil BeKTOp po3GHBACTRCA Ha BiciM 4-pO3pAIHHAX
BEKTOPIB, AKI HATNOAATH TOCHIOOBHO i KOMHMIA 2 SKHX TEPETBODIOCTECH B 4-pO3PAAHHIA
BEKTOp BIANCBIAHHM RY3JIOM Mifcranoek, Byion mincrancsxu € tabmunero 3 ulicTHAZUATH
CTPIMOK, AKI MICTATH IO YOTHpH GiTH 3anoBHeHHA B CTpiuli. BximwaR BexTOp BM3navac
anpecy CTPiuKH B TaGMTHIL, JATIORHEHHA Ui€l CTPIUKY € BUXigHuM BexTopom. Jlami 4-pospanyi
BHXiJIHi BEKTOPH NOCTiROBHO 00’ ¢AHYIOTBCS Y 32-PO3PANHEA BEKTOP. ANroput™ nepeabavac
BAKOPHCTaHHS TaKUX onepanif: “@" — noriune N0JaBaHHA 32 MOAYJEM 2”‘, “@” — foridue
INOGABAHHA 22 MOAyneM 2, “R” — umiriunmii scys 32-Gitosoro BexTopa B OiK CTapimHx
pozpagie Ha 11 Gitie, TobTO

R(r12,73130,7 29,7 238 10, 2600 2557 24T 2T 2257215020, o 28 =
= (1207205 - T 2E 1T I3, F30,7 20, 28,727, 26, 25,7 24,5 23,1 22) -



NPUNAROEYAYBAHHRA TA IHOOFPM. QMHO-B”MIPJOBMBHI CHCTEMM

Kmou umdipymanna (W, W, .., Was), W, € {0, 1}, g =1, ..., 25 3anacyoTs
NOCMIAOBHO ¥ 32-po3paAni 6itopi BekTopH iunoda Xp, .., X7. Bmict BockMu 32-pospaamnx
BEKTOpPIB Xg, X1, ..., X7 MaE TAKH BUTTAN: . _

e X —(Wsz, WJI, ,'_Wz, LA
’ ={Wes, Wes. ... , Wu, W)
X7=(Wase, Wass, ..., Waze, Was).

Bimkpu1i pawi, wo niaaaraots 3amn¢pysa}m10, poabupators Ha Grnokn o 64 GiTH.
bnox gauux po3GuBacTsCA HA ABL YACTHHM | IIPHCBOIOETHECA BekTOpaM Ny (NpaBa YacTHHA) i
N; (nipa vacTHHA).

AnmpuTM samndpypanus 64-pospanuore Gnoxy BUIKPHTHX JARAX CKIANACTRCS 3 32-
OX IMKNIB. ¥ NepuioMy WHKIL MO9aTKOBE 3HAUCHHs BeKTopa N) AOAAEThCA 32 MOAYTIEM 2** no
3HauerHA BEKTOPa Xo, (PH LBOMY THAYCHHS BeKTOpa N, sGepiracthen. Pesy.rrb"ra'r AONABAHNMA
NEPETBOPIOCTLCA 3a TABNHIICHO NACTAHORKH K, | OTPHMaHUH BEKTOD LHKTIUHO 3CYRACTHCH HA
OAHHAAUATL BiTiB ¥ Gix cTapiiux poipagie. Peaynwrat 3CYBY N0A2ETHCA 33 MOLyReM 2 o 32-
po3pAAHOro 3HaYeHHA RekTopa N;. OrTpumanii peaynetaT OpHCBOOETLCR V|, NpH UBOMY
noncpezure IBAUCHHA Ny NpUcBooeThea Ny Tlepomil i 3aifinuyeTnhes.

‘HacTyisti LHKIH BHKOHYIOTBCS aHANOTIMHO. Y APYroMy UHKII BHKOPHCTOBYETbCSH
u.mmomm KMoy X, B TPETBOMY UMK — URKIOBHE 1010Y X5 i Tak mani. Y BOCEMOMY LMK
BHKOPHCTOBYETbCS UHKIOBHI K09 X7, B uHkiax 2 fes’sToro no WicTHAAUATHE, & TAKOX 3

“CIMHANEATOFC MO ABAJAATE HETBEPYHIT ~HUKNOBL ~KINod]l ‘BHKOPHCTORYIOTECE ¥ TOMY X
nopray:*Xo, X|, K2, X3, Xy, Xs, Ko, X7: B oCTAHHIX BOCHMM mHKJIAX — 3 ABAHUATH IT'STOCA HO
TPHAUATE APYIHI — HOPSOK BHKOPHCTAHHA LHKIOBHX KJHOYIB 3BOPOTHHA: X7, X4, X5, Xa, X3,
Xa, A1, Ao OTxe, Y RANAZKY 3aippyRadHs B 32 ouiCIax HOpagoK BHOOPY UMIVIOBHX KNOTIB
‘BUKOHMYETBCA TAK: -+ o Y

LB o X, AN, X, X, Xy, A, Xe, X, Xo, Xy, Ay XJ;XA; Xs; Xo, A7, 5

Baasveann o X, X, X, K, Xy X, Xoi X Ay Ny s, Xay X, Az, Xy Ao L
vasne YV TPHANATE APYroMY LMKT - PE3YALTAY IOTIMHOTO JOJABAHHS 33 MONYACM JBA

'-npucuoroe-n,cu Bektopy N;, a BextOop N, -3bepirac. nonepeaHe 3HaveHds, OTpHMAHI NiCHA
TPHAIATE - APYTOro - HHKIY  3aliAppysBaHHd 3HaueHHA BekKTopie N i N ¢ Oiokom
zawHgporadux aaHnx. CxemaTHUne mﬁpautenua OHOFO UMKIAY ZATOPHTMY mmppymm
NOKAIAHO Ha pHc, 1. : R

e : IR o R

r - - T
7R I P
Puc. 1. Cxema UMY anropaTMy xpnmrﬁaqji_qluoi"é nepeTROopeHHA Ja cTakgaptom MOCT 28147-89:

N',. N', ~ nowi 3uauenns BexTopiB My, Ny, X; - uMknosudi kmov, j =0, ..., 7

ANTOPHTM po3WHpYBaHHs B UiROMY aHATOrMEAN N0 AropHIMY 3aindpysanHs
manux. PI3HHUA Mk afropaTMaMi 3alldgpyBadHa | po3uM$pyBanHs MONATac y TOMY, WO ¥
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UMKRax posmudpyBaHHA UHKNOBE KO BHKOPHCTOBYIOTE Y 3BOPOTHOMY A0 JaindpyRanHns
MOpPAZKY.

2. Mopens suTOKY iHdopMauii aan imxenepaO-KpANTOrpadivHnx avak

Jina nposeaenns irkenepao-kpuntorpadiuinx aTak npaiMeMo, mo;

- KOMI'IOTEPHHI  OpHCTPil, AkHEE  peanisye anropa™  kpunrerpadigaoro
neperBopeHHA, 3riaRe 3i crasmaprom NOCT 28147-89, nac MOXKIHBICTE BHTOKY
ingopmaltii npo XeminroBy Bary pesyisrarib BUKOHAHHA CKIIA0BUX ONEpauiii;

- BHTiK indopManii BigOyBacTRCA Yepes THAYCHHA CIOKMBAHOIO CIPYMY, & TOMY 1 uepes
NOTYXHICTR, AKY CITOMUBAE MPHCTPIi;

— TIpHCTpifi cHoxHBae OinbumA crpyM npu obpobui aaHux 3 GinbiLolo XeMiHropow
BArQH0, 3ANEKHICTD CMONHBAHOIO CTPYMY BiR XeMiHrOBOT BArK € NMINIAHOW.

Hexaif crioxupanHa NOTYXKHOCTI Y MOMEHT Yacy j nofada y surnani Plj]. [na monenioBagus
Kagamy -BHTOKY indopManii y curumami Pfj] ckopucracMocs niRiHHOIO  3anexHicTIO,
1anpononoBatole y [8]:

Plil=¢-d[jl+L+n, (1)
ne dlj] penpeseHTye XeMIHTOBY Bary pesymsTary, AKHA OTPHMYCTLCS Y MOMEHT Macy j,
£— BRI ¥ COOKHBAHY HOTYXECTh KOKHOL OIHHHUIL XeMiHiorol Bary aanux, L — noctiiba
3ArajibHA CIIOIKMBAHA TIOTY)KHICTS, 72 — IIYM 3 HYNLOBHM CEpe/iHiM IHAYCHHAM.

3. Meroauka npopeseHns IHKeHePHO-KPHMITOrpagianuX ATAK HA KOMII’IOTEpHI
peaaizanit anropuTMy Kpuuroerpadiunoro nepersopenna 3a cranaaprom I'OCT 28147-
89 .

BinoMi  imxkewepHo-kpunTorpadivHi  aTaks K2  peamizauii = anTOpHTMiB
kpunTorpadiyHHX NEepeTROPEHh MAIOTE WA METI BIHavenns Kinoua wkdpysands [1-8]. Ipn
UBOMY BBAXACTBCN, WO KpiM KModa mupyBaHHA yCi eneMeHTH Ta onepauil, ki
3MACHIOIOTECA 32 AAMOPHTMOM TEPETBOPEHHA, € BigomMume. LspoMy npumylienHio
3AACBONBHAIOTE 33PYGIEHI ANTOPHTMHE CHMETPHRHOI0 GIOKOBOTQ IH(pYBaHHS, HATIPHKIA)
DES [13] i AES [14]. Onnak anroput™ xpunTorpadivHOre NepeTBOPEHHS, 3iAHO 31
cranmapreM TI'OCT 28147-89, nepeafiavae BHKOpHCTaHHS 3Haucdb BY3MiB  TaGAHI]
NIACTAHOBKH, AKi, TOPAS i3 WIOYEM WIHGPYBARHA, € TAEMEHMH efeMentaMi [9]. Tomy mpame
BUKODHCTEHHS BiIOMHMX MCTONHK [HXCHePHO-KPHNTOrpadiaxiX aTak HE € MONJIIBBHM,
OCKINBKH OCODNMBOCTI MPOBENCHHSR YacTHHM ONepauill anropHT™y KpHnterpabiuHoro
TMEpeTBOPEHHSA HE € BIIOMHMH. A [I€, Y CBOIO JEPTY, YHEMONNHBMOE ROGYJ0BY CTATHCTHYHOT
MOAENL ANA 3HAYEHE PEIYABTATIB UMKIOBHX NMEPETROPEHD.

3a pauMx niepeaymoB, Y poGoti NponOHYEThes GyAyBaTH aTaky Ha KOMII KITEpHI
peanizanii anroputMy xpuntorpadiunoro nepersopenna [OCT 28147-89 iz ppaxysanusm
CTATHCTHYHMX BNAacTHBOCTEl BioMAX KOMNOHEHT NEPETBOPEHHA, 30KpeMa, onepauil
JIOFIYHOro A0AARAHES 33 MOAYNEM 2%, 3 MOKANLIIAM BHIHAYCHHAM TACMHEX KOMIIOHEHT
xmovya mudgpysaiis i pyanie Tabmud nigcTaHoBKY. TakHM HHHOM, aTaKyBaHHs peamizanii
uporo KpunTorpaitHoro nepetaopenua Oyae 3xifcHIOBaTUCA NOUIAPOBO:

—  CKOPHCTABIUHCE CTATHCTHHHOI MONEIUIO CYMATOPA 33 MOy/eM 272 i MeTomwkowo
araxyBaHud peanizanii niet onepauil [10], BH3HauUBMO GHIIOBUEA Kmow Xy,

-  CKODUCTABLWHCH OTPUMAHMMM BIZOMOCTAMM NPO LMKAOBHH KII0Y Xp, CTATHCTHYHON
MOJEANIO CYMATOpaA 33 MOAYIeM 2 i METOIMKOI0 aTaKysaHHA peaniaaliii wiel onepani
{7, 8], BrznauumMo BY31H TAGNKLI NIICTAROBKY,

—  CKODHCTABLIMCHL OTPUMZHWMA BLIOMOCTAMH Npo IHICIOBMIH Kmod Xg, By3nd Tabnuni
IACTAROBKH, CTATHCTHMHOKY MOJAC/UIEG CYMATOpa 33 MOAYIem 22§ MeTommkow
aTaKyBaHHs peanizauil wiei omepauii [10], BH3HAUMMMO PpeWTY UMKJIOBHX KINIOUIB

P10, R (1
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3.1 MeToanxa srInaveuns HHKAGROTO Kinoua X

OcobnueicTio  obuucnewns posnucy kmoda (W, W, .., Wise) amropHiMy
ipanTorpaivacro nepersopenns 3a crangaproM [OCT 28147-89 ¢ puxopucTaHA
IpouenypH nNpsMoro GopMyYBaHHA UHKITOBHX Kmiouip Xp, X|, Xo, X3 Xy, X, X A5 3
NoYatkosoro Kmoua Oe3 BAKOHARHA NPOMIKHHX neperBopeHb [t5, 16]. Buinauenss
UHKIIOBHX KIFOYIE [IITXOM NORHOMO nepefopy eneMeHTIR IPOCTOPY KMOYA UIHGpYBaHHS He
€ MOXUIHBHM BHACRIZOK BENWMKOI posMipHocTi Leoro npoctopy. ToMy BUBHAMEHHA K/BOYa
mudpyBaHHa OyAeMO MPOBOANTH IMASXOM [IOYSProBOro BMIHAUCHHA OUKAOBHX KIOMIE 3
BHKOpUCTAHAAM iHGopMauii, oTpEMaHOI i3 AHANIZY CIOXKHBAHOT TOTY)KHOCT! NPHCTPOIO, HKHi
peanizye  aaropHTM  KpenTorpadidHOTO  TEPeTBOPEHHA Ha  NJICTaBi  cTaHAapTy
I'OCT 28147-89.

J1n BUSHaMCHHA LMKIIOBOTO KNiokMa X; BHROpMCTacMO indopManiio, oTpaMady 3
aHanizy CNOXHRBAHO! HOTYNMOCTL DPHCTPOIO MPH BHUKOHAHHI NEPLIOTO WAKNY ANrOpPUTMY
KpROTOrpaiuHOro MEepeTBOPeHHR. ANMOPHTM LMIJIOBOTO [ICPETROPEHHA BHKOPHCTOBYE
ONEpAUIIo NOFYHOre HONABAKHA 32 MOAYMNEM 2°°, CTATHCTHYHA MOAENb AKOT € JaCTKOBHM
BHNAAKOM CTATHCTHYMOL MOfeni JIOTIMHOTO JNtofasames 3a momyiem 2. Tomy ana
BH3HAYEHHA UMKNOBOIC KHOua Xp CKODHCTZEMOCE CTATHCTHYMHOIY MOJAECRII0 CyMaropa 3a
moaynem 2" ans N= 32 i meTomukoio aTaKysaHHs peamizamii uiei omepauii, pospoBneHEMu B
[10]. Tlpu ubomy ana 360pYy [AHAX NP COOKHBAHY NOTYXHICTE MPUCTPOXY Oyaemo
BHKOPHCTOBYBATH JIHIIE YACOBHE iHTEPBAT BHKOHAHHA NEPIIOND 1UKNY ATFOPHTMY:

Ana i Bim O meo 31 {
Ana b=0 pmo 1 {
OBYHMCIMTH YyCEepeOHeHe SHAYEHHA CHIHANY CNOXMBAaHOL MNOTYKHOCTI

A L) |
BeraHoBuTn i-it it N, pirHMM b}
gkuwo i>0, BCTAHOBMTKM BitTH N; 3 Hosmepamit i-1,...,0 ¥y Hynb.
BCTaHOBMTH pewmTy Sirie Ny 3 Homepamm 31,...,1i+1 ¥y EHnamrkoel
SHAYEHHA;
3ibpaTH HaHL NpO CHOXMBAHY MNOTYNHiCT: NpUCTPOR;
}

)
OBuMEnUTH audepeHuifinmui curHan T3] = A.l3) - A, (3);
Axmo T{j) > &, o i-i 6ir X¢ ¢ “17, axme T[3)] < 0 To i-¥ BiT X

Hapeacnuii anropur¥ mO3BONAC BH3Hauari yci Sitw umkioBoro xmwoua Xo. Ilpw
IBOMY MOCTIHHI CKNAmoBi OuikyBaHOro 3HaucAHA Xeminropoi Barm cymm OyayTh
IMIKIOBATHCA AN KOXKHOrO  po3paay. AHIOTIYHOTO pe3YNBTATY MOMKHA JOCATTH.
BRKOPUCTABILH MoAUdiKalifo HABENIEHOTO ANTOPHUTMY, BCTAHOBRMIOKHH 3Ha4eHHA GiTiB 3
HOMEpPaMHM MEHIIMMH [ B iHBepTOBaHi 3HaYcHHA Bie BH3naueHux OiTiB Xo. IlpH npomy
OuikyBaHe 3HAYeHHS XeMIHTOBOi RarW cymH OyAe 3DOCTATH M KOXHOIO HEBLIOMOrO
pospany [10].

Jani porrnaHeMo METOAMKY BH3HAYEHHA HEBIAOMHX 3IHaueHR By3nis  talmuui
ULACTAHOBKY.

3.2. MeToasuka BusHavdeHHA BY3AiB Talauui mincTaHoRKH
Jlng creopedns anropuTMy BHKOHAHHA APYFOTO €TANY ATAKA BBEJACMO [O3HAYCHHA
A NEPINOTe NHKITY KPHITOrpadiyHOre NEpeTROPEHAA:
- X, = {x; [ xg o flxd b Hf g xf,’}, ze x, — 4-6itopmit ninbnok Xg. || — nosuaueHus
omepauii xouxareHauii nixbnokis;
— N, ={a] ime Ll ! i n?), ne n! — 4-GitosuA niémok Ni;
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- Y= {V? [re Ay, By I!yo}, me Y =(X,+N)mod2", v, — 4-GiToru#i nigGnox
L€
- O=lg; g ll-llg, N-lig 4o B¢ ¢, =K,(y,) — 4-Giropudl niz6mox pesyabTaty
BHKOHAHHA ONepauil MiacTaHoBkH: Ban’ BxifHiM 610KON Y, 3 BUKOPUCTAHHAM TabmnI
nigcrasosiw K;, g, npuiimac sHaderHs 3 Rabopy {k N SN SO Jai¥ }, k" npuitmae
avenns 0, 1, ..., 15, a nopanok postamysanua &' He € BigoMum;
- S=RO); .
- N\=N,®S. o
Buaﬂaqenﬂn ycn: Hem;[g)MHx 3HAYEHD BYIIIIB uulcraﬂonm K ﬂpOBCJICMO TIQYEPFOBO
JU1A KOXKAOI Tabanui mifcvanoBkH K. JiNA BH3NAYCHHA IHAYEHL BYAB KOXHOI -3 TaGmHlbL
NigcTaHoBKH X, 3adhikeyeMo i MOHeproBo BU3HAYMMO By3/H & mns ycix A. s
‘Ockinbky 3Haverns Xp € BiNOMUM | MO%HA AOBINBHG BCTAHOBIIOBATH 3HAUeHHA Nj,
ninbepemo Take 3HauemHs Ay, W0 y, =h=(x,+n)mod2* TpuiiMemo o yparW, w0
IHAveNHd Byna samiaum k! we. € BiOOMHM, a TOMY i He Gyne BIIOMHM 3HaueHHs ¢
Bpaxynamin, mo Xemiarosa sara pe3ynpTaTy § BHKOHAHAA onepanii R EKKIIYHONO 3cyBY Ha
11 pospsials Hiropy' Haz BXiHUMH JaHHMM O fopiBmioe Xeminrosiii asi O, OTpuMyeMO, HIO
XeMiHTOBa Bara pesyJibrary BHKoHaRuN onepanii N', = N, © R(Q) 6yze 3anexarn nuie Bia
sHauedb N i . Omxe, 3 onnoro GOKY, GNEMEHT g, HE € BiOMMM, a 3 IHIIOrO — MOMHA
AOBITEHO MAHMIMYAIOBATH 3HAYCHHAMA N7, 4 TAKOX 3TIMHO 3 OPHAKATOS MOIEILIIO BHTOKY
irdopmanii MoKHA OTPHMATH BiZIIOMOCTI PO 3HAYCHHA XcMnHmBm Baru Gnoky N' SN
Takum 4HOM, MDA GiKCOBAKOMY ¢ 3a7a4a BHAHAYCHHST 3HAUCHHA BY3Na 3aMiHM k"
IBEfICHA AC 3aja%i BCTAHORNCHHA Bxony K, y sHauensa i | BAKOHAMHA aTaké Ha peiyasrar
TOTIMHOTO JlONBBAHHA 32 MOJYNEM 2 3HAYCHHS BEBIIOMONO Bysma k' 3 miamopianoo

TIPSV RSN

qacTHHOW ninGnoxy N, Cdopmynsopana sagada PO3R’A3YETECA ULIAXOM TPOBENEHHS
BiZoMO iHIEHEPHO-KPHITOrpadiuHol aTakn Ha peanizauiic onepauii Noridnore ,uunananm
3a MomyseM 2, onHcaHof, Hanpuknaa, y [7, 8].

BusHauenns pelITH BY3RiB & MPOBOAMTHCH IMAXOM 3MiMM ¢ i MOBTOPHOrO

BHKOHAHHE onucanx pume mif, [lics BH3HAYEHHA JHauyeHRs Yycix BY3TiB TaOnwui
MiTcTaHOBKH K MPOBOONTLCA BHIHAUCHHA PEINTH IHKNOBMX KMOWE X1, X7, X3, Xg, X, Xe, X5

3.3. BuasavcHHa neKAokax kM0gis X, X2, X, X Xs, X, X5

Haragaemo, o Ans yCHimHOrO po3R’#3aHHA 33724 BHIHAYCHHN MKUIOBOTO KIHOUa
HeoOX{nHRI KOHTPONL Hag aprymenToM N| onepanii KOriYHOIO AONABAHHS 33 MOZYJIEM 2%
[Ticns BM3HAMEHHS NHKITOBOTO KIKOYa Xy 1 By3NiB TaOnHOi miacTanobkH K MOXHA N0OYAYBATH
pinpgnps obeprenol gyHKOII NepHoOro DHKIY aNTOPHTMY KPHITOrpadiTHOrD NEpPeTBOPEHHA.
AKi 34 BIROMMMH PEIYALTATAMU BAKOHAHHA JIEPIDOro My N, i N', HaioTh 3Mory 3naiiTn
NOYATKOBI 3HAUEHHA N i V).

Tomy MeTomHka BH3HAYCHHS UHKAQOBOTO KMK9A X| € nofibHO AC METONHKH
THAXOMKERAA LHKAOROTD Kitoda Xg (aue. n. 3.1) 3 tico BlgMIHEICTIO, WO 0719 BCTAHOBRACHHS
HeoOxiaMHx 3naueHbp GOitie N', mHeoGximno BpaxoBysatH pisHAHHA ofepHeHol ¢yHKUiT
REPIIOTO LIAKAY, :

AHANOTIYHO, ANA BHIHAYECHHA UHKIOBHX kmouis X3, X3, X, Xs, Xe X7 ueobxizwo
OynyearTH piBHAHHA BiAMOBIIHHX ofepHeHMX IHKIR I BpaxOBYBATH IX AAA DCTAHOBIEHHA
Gitie V', Ha OYaTKy KOXWOTO IHKAY.

OTxe, BHKOPHCTOBYIOMM CTATHCTHYHI MOAeni omiepallifi NOTiYHOIo ROAABAHHA 33
MogyieM 2, 3a MONYyIEM 22 ua ocmosi inpopMayii mPO CHOXMUBAHY HOTYXHICTE
KOMIT'FOTCPHUX NPHCTPOIB, AKI PeanizyioTs aNropeTM KPHOTOTPadhivHOro mEpeTBOPSHHR Ha

132



i NIPHNAROEYQYBANHS TA IHOOPMALIAHO-BHMIPIOBANIBHI CHCTEMM

migctasi FOCT 28147-89, MOXHA' BUIHAMMTH TACMBL ENEMEHTH WHONO kpuaTorpadivHoto
neperaopeuua: KITIOY I.III»Iq)pyBaHH}I i BY3/H 'raﬁmmi 3aMiHH.

4 Ouuma cma.u.nocn HpoBeAenun mxenepho—xpmrmrpa@qum aTakK na
peanizanii a.rlroplrmy lcpunrorpat[:iqﬂoro TIEpeTBOPEHHA  3a  CTANJAPTOM
rOCT 28147-89 :

Ouinnmo dacoey cxnagnicts {11] nposenenns imxenepHo-kpHnTOrpadiiuHoi aTaK Ha
peanizaliio: anropuTMy KpUNTOTpadivHOre nepeTsopeHns 3a cranmaptoM MOCT 28147-89.
Ae 33. ORHHHUK BHMIPIOBANHA GPHIMEMO KifBKICTH 3anyckid MPHCTPOIO /IR BHKOHAHHA
wupyRaHe. Yacopow ckNaaMicTio M0OYAOBH pDiBHAHL 3IBOPOTHUX MHKAIE THEXTYEMO.
OCKENBKH L0 3al(aYy MOKHE PO3B’IIATH A0 NPORCICHHS ATAKY, BHKODHCTABIIN I ACTAHOBKY
BH3HAYCHMX HA [NONEpendixX eTamax BLIOMOCTER B YIaranbHeHY MOZEAL ANTOPHTMY
Kpuntorpadiurore nepersopeHas. Toal 4acosa CKIAAHICTE BHIHAYEHHA WAKIOBHMX KJHOYIB
KXo, Ks, Xy, XS, Xe, X7 OyDe cKBinaICHTHA 9aCOBiH cRIANHOCT] Cy BHIHAYEHRA LUHKIOBOID
Enova Xo. 3aranbHa 9acoBa CKIAARICTE BR3HAYEHHS [IHKAOBAX Tcnoqua CTaHOBHTHME

i G =8C,, : (2

bepyun no yearn, iid' KinkkicTs By3niB nijicwfibhi&ﬁ ¥ KOWHit Tabnuni K, ¢
OJIHAKOBOIO, TO YacoBa CKRajiHicTs Cx BAHAYCHHA 3HAYEHB BY3MiB Winoi Tabmmui K Gyne
nponopuuma 80 BOOYTKY 3HAMCHMA 9acoBOi cxMagHoCTl {; 3HAXOMEHns ONHOrD By3na
Taﬁ.rmm Ha KiNBKICTh Bys‘ﬁiyy Tabnuui i KiNBKicTh TaBnKnk HiACTABOBKH, TOGTO L
C, =8*16C,. 3

3 BpaxyBaHHf{M {2) i (3) vacopy cKnamHICTL Bn:maqenun Kmova HgpyeaHAas | By3Nis

mﬁnuui mucmuomm MOYHA [ONATH ¥ BHIIS L
C=8(C, +16C, ) . L)
chmo JJJUI l'IpaBHJ'IBHOl“O BH3HAYMEHHSA. 3HAYEHHA ofHOTO GiTy 32-6ITOBOIO HMKIIOBOIO®
kmoua Xo HEofXiaHO NPOBECTH g TECTORUX WHDPYBaHb, 4 AIA 3HAXOMKEHHA OIHOTO GiTy:
4-GiTOBOrO By31a NIACTAHOBKH CNiA 3AIACHUTH. i rrge‘roBm(u-chbpyBaHb, TO BHpa3 {3) MOXHE'
HepenHcaTh ¥ BACAALL
N C= 8(32g+16"4m) 256(g +2m). 45y
Bpaxvnanmu mo BENHUMHHE g 1 /1 € OARATO NOPIAKY, qacosy cxnanmcn C i3 Bnpady
{5} MOXHA HAOAMMKEHD JATNCATH ¥ BHIILAN PN .
C =256(g +2m)=~768g, ' BN (¢
TOBTO YacoBa CKIANHICTb BHIHAYEHRS KIOWA l:uucbpysannsl i HEBIAOMEX BY3iR TAOMNHIi
MiACTAHOBKH HE 3ANECKUTEL BiAl 3HA¥CHD HHAX CMCMENTIR i€ ApAMO- npbnopumﬁa o KUIB[(OCTI
TacMAMX GiTin, BAKOPHCTAHKX: NS KPUITTOT padiutory nepetRopennn. -

IrLAHO 3 PE3YNBTATAME, HABSACHUMH ¥ [4}; AnA BUZHAYCHER OJHOTO GiTY HEBiIOMOTO
apryMenTy Heabxiano Bakonatu sig 1000 ao 5000 tecrosux mwdpysans. Toai otjinka (6)°
MAaTHME 3HAYEHHS B MEHAaX Bijl ONHOIO IO HOTHPBLOX MiAbHOHIB ‘TecTosux wudpysarib, 1ty
BLANOBINAE NEPETBOPEHHKY BiZl BocsMH A0 32MB. BiakpvTOrD TeKCTy, BPaxoBYIOUi, o Ha '
OIHE TECTORE ITH{PYBAHMA BHMAracThes 06poGKN BocbMH GaltfiB BXLAHMX NAHHX. Taka

oumxa € IHAUHO Kpal]'.iOl'D BU.'I, OIIIHK]‘I CKJTa.E[HOCTI aTaKl-l HAa OOHOBI auanisy po:’.mlcy 1(.1'1}0‘1&1
{17, 18].

i

BucxoBkH a

MMopsa i3 KJIaCHYHHM MaTCMaTH'lBHM KPHITTOAHATIIOM, mxceuepﬂo—xpumorpadnqm
aTak® Ha KOMI'IOTEpHi peaizaril lcpunmrpac[)munx amoprtMie € edexTHBHMM 3ac060M
BU3HA4EHHA TACMHOL iHQopMaltil, 1Ka BUKOPHCTAHA ANA MEPSTROPSHHA Aauux. Y Hanif crarri
POSTASHYTO [POBENEHHA TAKOI AaTaKH Ha KOMIIKTEpHY pealijadito  atropHTMY
kpunTorpadiunoro NEpETBOPEHHA 3riHO 3 dYdHHUM B Pocil HOPMATABHHM JOKYMEHRTOM
FOCT 28147-89, saxwii npuiduaro 3a crampapr 1 B YKpaini. 3Janponosopana araka
IPYHTYEThe Ha BUKOPHCTaHHI iRopManii, SKY MOMHA OTPHMATH 3 OJHOTO i3 MOMJIMBHX
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noﬁt-mm( KaHanis BHTOK)’ mtbopuaun ~  CIHOMHBAHOI MOTYKHOCT] KOMII IOTEPHOIO
GPHCTPOLO. :

3aTpONOROBAHO METOANKY APOBENCHHA ATAKA HA KOMI'IOTEPHI peamisanii anropurmy
Kpuirrorpagpivyroro niepeTBopernA 32 cranmaproMm I'OCT 28147-89, ska MiCTHTL TakKy
NOCHiAOBHICTb eTANIB: BH3HAYEHHA NEPIiOTO lmknﬂnoro KMKYa, BUIHAYECHHA HEBLIOMHX
Byatis  Tabpnui MIACTAROBKH | JHAXOJKERMA pPeuitH HebifoMHX HHMKIOBHX * KDOUIS.
BuinaueHHA TaeMHHX eleMeHTIB 1OTC Kpﬂnmrpﬁtlnqﬂoro NEPETBOPEHHA 3JUHCHIOETECA 3
BUKOPHCTAHHAM CTAaTHCTHYHHX Mofenef #oro CKnanoeux onepatiifi. CraTucTHuHA MOAeNb
omepauii norivHoro JoxasaniA 3a MomyneM 2° i N =32 BHKOPHMCTOBYETHCS AMN
OGUHCAEHHA UNKNOBHX KIOYiB, a CTaTHCTHYAA MOJIEJB ONEpauii JIOTIHHOMO JOMABAKHA 34
Mmonynem 2 - mns 3Haxonxceﬂns By'smn Tabmuui migcTaHoBkM. Lle no3sonse nosHicTIO
BU3HAYHTH TAEMHI ENEMEHTH, 'iKi  BUKODHCTaHO NpH rnepe'mopenm HAaHHX — KMoy
mupyBaHng | BYIIH Tabnuui nmc'raﬂomcu o

3 METOIO OILIHKH c¢oemnﬂoc'r1 L NEPCEKTHB nparmqno; pearmizauii mpononoaaﬂm
4TaKH FIPOBSIEHO OWIHKY 9acoBoi CKNANHOCTI nponeneﬁna Ui€l araks Ha KOMII'IOTEpHI
peantizaliii amropaT™My KprirrorpadivBore nepersopenss srigno 31 cradpaprom FOCT 28147-
89, Jina 3nificHENHA 3aNpONOHORANOT aTaKH BUMAracThed 3HATHO MERIIOTO YACcy BHIHAUERHs
Kmova’ iiiudipysannd, Hix npamuii nepeGip 3 BinoMuMA By3naMy TabIHUi WIACTAHOBKH 4u
aHaizy, (0 [PYHTYETHCS Ha OCOOAMBOCTIX OpOLUEAYPH DOIMMCY KIoYa MH$PYBaHHs.
lMokazano, wo 4acoBa CKAAAHICTL BHIHageHHA Xoya MAdpyBaHHA i BY3NiE TabnHui
OLICTAHOBKY HE 3aleXHTh BiJl 3HAUEHb UHMX €JEMEHTIB | € MpAMO Nponopiiiea Ao AobyTKY
KiNBKOCTI TaeMHHX BiTiB, BHKOPACTAHMX JUIS KPHITOTPpadiidHONe NepeTBOPEHHAS, HA KINLKICTE
TECTORMX LiHdpyeaib, HeoOXUMHNX AIA 3HAXOMKEHHA OHOTO HeplaoMoro GiTy.

[Monaneuie 3MEHIICHHA YacOBOI CHIALHOCTI MOXJIHBE [IIAXOM TepepHBaHHA
BAKOHAHAA onepalil MHGpPYBaHHA, OCKINBKH RNS 3HAXOMKEHHA TacMHHMX fapaMerpin
NEPETBOPEHHA HeoOXiAHO OTPHMATH JaHi NP0 DOTYXHICTE, AKA COOXHBACTECA IIPH
BEKOHAHHI JIHUIE TEPINMX BOCKMH IHHKNIB | OHOre AOAATKOBOTO NoBHONO wHdpysanHs ais
NepeBipKH BEZHAYEHMX KIF0Ya Ta By3/iB Tabaui mH(]:pyBaﬂnn :

AnropuTM KpHITOrpadgiuHOTO TMePeTROPCHHA HA MIACTAB! C'lalulapry I'OCT 28147-8%
Y pCAHMI NIPOCTOl 3aMidi € Ga30BMM NEPETBODEHHAM JNA (HINHX PEXHMIB LaMppyBaHHA.
Tomy ranporoHoBaHa MeTomKa € QyHaaMeHTOM IIM CTBOpPEHHS 3acan NMoOyAoBH HOBHX
METOIHK AaTaKyBaHHA KOMI'IOTePHHX peanidalii iHIIHX pexHMIis IHHQpysauus 3
BUKOPHCTAHHAM ANrOPHTMY KpunToTpadiyHoro nepersopesna 3rinno 3i cranpaprom FOCT
28147-89.

OTtpumani  pe3VABTATH  THAKPECHIONT: HeOOXIIHICT: CTBODEHHS, PO3IBHTKY |
BMEQPHCTaHHA CNELIATbHAX METOMIB, 3aCO0IE IPOEKTYBAHRA | MPOAYKYBAHHA KOMIT IOTEPHHX
peamszauiifi KpHoTOTpadiuMMX  ANTOPMTMIB, CTIHKMX Ao NpOBeleHHA  iHKECHEpHO-
_kpurrorpathiuHUX aTaK 3 BUKOPHCTEHHAM JAHWX, OTPUMAaHHX 3 NMOGIYANX Kawanip BETOKY
ingopmanii. 3anponoHosany METOAHKY NPOBEACHHA iRkKeRepHO-KpHITorpadidHol aTaku Ha
KOMIT'IOTEpHI peanizallii anropuTMy KpHNTorpadidHOre NepeTBoperka 3a craaapromd FOCT
28147-89 mMOXKHA BUKOPHCTZIH JUIA [pPOEKTYBaHHA, [OCHIIDKEHHS, TeCcTYBaHBS Ta
cepThdikanii  koMmiorephux  3acolis, Axi  BHKODHCTORYIOTECA 418  oOpoOnenms
kotdincHuifiHOl indopmanii [19].

The meshodic of attack execution on the computer realization of crypiographic transformation
algorithm by the veal standard in Ukraine was proposed. The estimation of timing complexity by the execution of
this antack on the compuier realization of cryptograplic transformation algorithm was development. For the
computing of ciphering key is used muck less time than straight selection with known substitution iable or
analysis which based on the features of the ciphering key generating was proven.
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